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Abstract—The bit stuffing mechanism adopted in Controller
Area Networks leads to unwanted jitter on frame reception
times, which worsens timing accuracy even if countermeasures
are adopted to avoid contentions on the bus. Several solutions
have been proposed so far for dealing with stuff bits in the
payload of messages, but they are not effective for the CRC.

In this paper a mechanism is presented that prevents the
occurrence of stuff bits in the whole frame completely. It makes
the duration of frame transmissions fixed and, hence, it achieves
very accurate reception times. An optimized codec has been
implemented to demonstrate that this approach is feasible and
can be profitably adopted in low-cost networked embedded
systems with demanding timing constraints.

Index Terms—Controller area network (CAN), industrial con-
trol, real-time distributed systems.

I. INTRODUCTION

ESIDES the automotive scenario, Controller Area Net-
works (CAN) [1] are today increasingly used in net-
worked embedded systems as well [2]. The main reason is that
CAN permits a significant reduction of implementation costs.
Actually, many modern microcontrollers embed one or more
CAN controllers natively. Moreover, unlike Ethernet-based
solutions, connections in CAN rely on inexpensive cables,
and neither intermediate equipment (switches) nor specific
components (magnetics) on end devices are required.
Distributed real-time control applications sometimes de-
mand for the ability of enforcing actions in different places
of the controlled physical system at exact time instants [3]-
[7]. Although time-triggered solutions are certainly the best
option [8], a (much) simpler event-driven approach could often
suffice. In this case, actions are triggered on devices following
the correct reception of suitable commands from the network
and, in particular, upon the interrupt signal raised by the
communication controller. This involves the ability to control
both the transmission instant and frame duration precisely.
When timing constraints are tight (for instance, if jitters are
required to stay well below 100 us), suitable countermeasures
have necessarily to be adopted in CAN to avoid that frame
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exchanges suffer from delays due to bus contentions (i.e., when
a node loses arbitration). A simple solution is operating the
system according to a master-slave approach—at least, in the
operational phase, when determinism is a key requirement.
Such a kind of solution manages to offer good performance,
high flexibility, and low complexity at the same time. More-
over, in recent years a significant amount of research went
into reducing interrupt latency jitter within real-time operating
systems to less than one hundred clock cycles, even on off-
the-shelf devices [9].

Unfortunately, even if all the other sources of jitter are re-
moved or mitigated, the bit stuffing mechanism (BS) the CAN
physical layer relies on still causes variations in the duration of
message exchanges, which in theory can be up to 24 bit times
in the case of standard format frames [10]—actually, the worst
case is 22 b, since some bits in the frame header have a fixed
value [11]. They make reception times suffer from unwanted
jitters and affect timing accuracy negatively.

Several approaches were defined to overcome this limitation
of CAN. In particular, XOR-based solutions [10], [12], [13]
operate by scrambling the content of the data field in software
before the frame is sent, trying to reduce the number of stuff
bits. More recent solutions, such as SBS [14], EEM [15],
8B9B [16], and VHCC [17] are able to prevent the occurrence
of stuff bits in the data field completely by using suitable en-
coding schemes. We will refer to the latter class of approaches
as Zero Stuff-bit Data (ZSD). In particular, 8B9B was shown
to provide the best encoding efficiency in its class [16]. A very
efficient implementation of the codec exists, which has a really
small footprint and proves the effectiveness of the approach
even on low-end microcontrollers. In every case, a decoder is
required on the receiver side to get the original payload back.

The main drawback of all the above approaches is that, the
occurrence of stuff bits is prevented only in the payload of
the message. Two significant parts of the frame are left out,
namely the header and the cyclic redundancy check (CRC).
The frame header (that contains information about the message
identifier and size) does not constitute a real problem. In fact,
typical applications rely on a static priority assignment and
the payload size for a given message identifier is not allowed
to change over time. Hence, the number of stuff bits that are
inserted in the header is fixed, known in advance, and does
not lead to communication jitters. The CRC field, instead, is
more problematic. Its value is computed in hardware by the
CAN controller at run time. Apparently, the system designer
has no means to prevent (or just reduce) the number of stuff
bits inserted in this part of the frame. As pointed out in [16],
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this implies that a residual jitter—which can be as high as 4 bit
times—seems to be unavoidable, even with ZSD approaches.
This is clearly unacceptable when a timing accuracy in the
order of one us or less is needed.

In this paper a new mechanism is introduced, known as Zero
Stuff-bit CRC (ZSC)!, that enhances ZSD encoding schemes
(like 8B9B) by preventing the occurrence of stuff bits in the
CRC. The resulting Zero Stuff-bit (ZS) code, which combines
ZSD and ZSC, is able to avoid the insertion of stuff bits
in every variable part of the CAN frame, hence it leads
to truly fixed transmission times over the bus. A prototype
codec has been also developed. When coupled with a suitable
mechanism able to prevent bus contentions (e.g., a master-
slave approach), this makes CAN communication timings
completely deterministic, without having to resort to time-
triggered paradigms.

The paper is structured as follows: in Section II the problem
of jitters related to bit stuffing in CAN is briefly recalled, and
a possible solution is sketched, whereas in Section III the ZSC
mechanism is introduced and its correctness is proved. More
details about the practical implementation of ZSC, as well as
its execution time and footprint are given in Section IV, while
Section V draws some concluding remarks.

II. PREVENTING BIT STUFFING IN CAN

Every time a sequence is found over the bus that consists
of 5 adjacent bits at the same level (referred to in the fol-
lowing as primer sequence), the transmitting CAN controller
automatically inserts one stuff bit at the opposite value, hence
creating an edge in the bit stream. This enables receivers to
synchronize their bit timings accurately, and ensures that the
signal read from the bus is decoded properly, irrespective of
the actual data included in the frame.

It is worth pointing out that, from a practical point of view,
preventing stuff bits in the CRC field by means of the ZSC
mechanism is mostly useless, unless countermeasures have
been taken to remove all the sources of BS jitter from the other
parts of the frame, too. In particular, ZSD encoding schemes
can be adopted to this aim to cope with the data field. They
satisfy the following two properties:

1) the encoded data field never includes primer sequences;

2) primer sequences are not found at the boundary between

the frame header and the encoded data field.

To make jitter prevention easier in the CRC, a third property
may be optionally taken into account, which requires that no
more than a given number k. of bits at the same value be
found at the end of the encoded data field (1 < k. < 4). The
class of related encoding schemes will be denoted ZSDy,_ . For
these classes, the property k1 < ko = ZSDy, C ZSDg, holds.
As having more than 4 adjacent bits at the same value causes
the insertion of a stuff bit, ZSD, actually coincides with ZSD.

In the following, ZSDs schemes will be considered ex-
plicitly. However, most results we obtained apply, with slight
changes, to other approaches as well.

A. CAN frame format

As shown in the lower part of Fig. 1, every frame in CAN
is made up of different sections (in the following, the term

------------------- Leading part (L) ===========znsznuus
C4 C, [ LGP Tuning string
@l (9b) | (9b) (9b) | (=6Db) (3 b)
Encoded payload (E) i Tuning (T)
=ZSD,_enc(H,P) 1= ZSC_enc(H,E)
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| ID+RTR [res+DLC DATA CRC |m|x|m| EOF
@| (11+1b) | 2+4b) (0-8B) @5b) | 3|2 7

Header (H) Data (D) CRC (R) Unstuffed trailer (U)

Fig. 1. CAN frame format (11-bit id.) with 8B9B and ZSC encoding.

section will be used to refer to either a single field or a specific
part of the frame comprising several adjacent fields):

e Header (H), consisting of the start of frame bit (SOF),
identifier (ID), remote transmission request bit (RTR),
two reserved bits (r1 and r0) and data length code (DLC).

e Data field (D), which is not interpreted by the CAN
controller and includes information to be exchanged
among devices over the network. It is built from the
original payload (P), which is defined at the application
level, and is completely under control of the application
itself. All mechanisms that prevent/lessen the effects of
bit stuffing in CAN operate by encoding P in a suitable
way before storing the result into D.

e CRC field (R), evaluated as the remainder of a polyno-
mial division modulo 2 on all the preceding fields.

o Unstuffed trailer (U), which includes CRC delimiter,
ACK slot, ACK delimiter and end of frame field (EOF).

Bit stuffing affects only the part of the frame from the SOF

bit up to the end of the CRC field, whereas U has a fixed
form. For this reason, it is not relevant at all in our analysis
and will not be considered in the following any longer.

B. Definitions

The nominal size in bits of a generic section Y is denoted
ny: for instance, ny = 19 (using standard 11-bit identifiers),
ngr = 15, ny = 10, while np = 8 - DLC (where 0 <
DLC < 8). Calligraphic letters refer to the sets of legal values
(bit sequences) that sections can assume (before bit stuffing
is applied). For convenience, section names are also used to
denote a specific, legal value of that section. For instance, Y
denotes the set of all legal values that section Y can assume
and Y € ) represents one of them. In general, | Y| < 2"™Y and
the strict inequality holds when some values of Y are illegal.

Let ‘0’ denote the concatenation operator between sections.
For example, section XY is made up of all the bits in X (in
the original order) followed by all the bits in Y (in the original
order). When sizes are concerned, nx,y = nx + ny. By
extension, the same operator will also be used to concatenate
individual bits and bit sequences.

As proved in the following for specific conditions, part of
the bits in D can be used to prevent the insertion of stuff
bits in the CRC field. Such bits, located at the very end of
the data field, are referred to as the tuning field (T) and are
leveraged by the ZSC mechanism to “shape” the bit pattern in
R properly. Quite obviously, this requires that D is not empty,
that is, DLC > 0. To this extent, it is worth remarking that
neither ZSD nor ZSC apply to messages with no payload (i.e.,



data frames with DLC = 0 and remote frames). However, in
these specific cases the pattern of bits corresponding to the
frame is fixed and known in advance (provided that the header
does not change at runtime). As a consequence, the number
of stuff bits inserted by the CAN controller (if any) is also
constant, which does not lead to any transmission jitter.

The part of D allotted to the user information—i.e., with
the exclusion of the tuning field—is referred to as the encoded
payload (E) and carries (in our case encoded through a ZSD
scheme) the original payload P. This implies that D = E T,
which means that the number of bits in D that are actually
available for E is ng = 8 - DLC — np. Together, header and
encoded payload build up the leading part of the frame (L),
defined as L = H E.

C. CRC computation

The CRC computation is carried out in hardware by the
CAN controller according to a predefined scheme. For this
reason it is just impossible to rely on approaches similar to
8BY9B (or any other proposed in the literature) in order to
prevent the occurrence of stuff bits in the CRC field.

The portion of the frame that is covered by the CRC is
referred to as message (M) and is given by

M=H:D=H(E:1T=11T, (D

while the whole CAN frame (F) can be expressed as F =
MR U. Of course, we are interested only in the portion of
the frame that is affected by bit stuffing, namely, M R.

Concerning CRC computation, every frame section can
be seen as a polynomial. The same symbol is used in the
following to denote both a section and the corresponding
polynomial, that is, polynomial Y (x) corresponds to section
Y. The degree of Y (x) is ny — 1 while its coefficients y;
(0 <i < ny —1) are the same as the bits in Y.

For instance, the CRC field can be seen as a bit sequence

R=rng—11rng—20...0m 10 , 2
while the corresponding polynomial is
anl )
R(z) = Z Tz . 3)
i=0
From (1) the polynomial associated to M is
M(z) = L(x) - 2"" + T(x) . 4

The CRC is defined as the remainder of the division between
M (z) - ™ and the generator polynomial G(x):

M(z)- 2™ = Q(z) - G(z) + R(x) , (5)
or, using the mod operator (in modulo 2 arithmetic)
R(z) = M(x) - 2™ mod G(x) . (6)

From a practical viewpoint, the numerator is obtained by
appending 15 bits at the “0” value to the end of M. Let ¢(-)
denote the function that computes the CRC in CAN. Then,

R=cM)=cI2T) . @)

D. 8B9B encoding

Although ZSC can be profitably paired to any ZSD encoding
scheme, in the following attention is focused specifically on
8BYB (or, more generally, on the class of codes it belongs
to). In these cases, a codebook C is used for translating every
single byte P; of the original payload (P = P1:...1P,,, where
m > 1 is the size in bytes of P) to a distinct 9 b pattern C; € C.
Other such codebooks exist, that feature different properties.
For instance, the one used in VHCC [17] satisfies a nesting
property, which can be exploited to encode sub-byte values.

Such translation process can be modeled as a function f(-)
so that C; = f(P;). From a practical point of view the
codebook C in 8B9B corresponds to a forward lookup table
(FLT), which includes 256 entries (memory optimizations are
possible thanks to its symmetry [16]). On the receive side, a
reverse lookup table (RTL) is required to get back each single
byte of the original payload, that is, P; = f~1(C;).

Patterns C; obtained from translations are then concate-
nated, in the original order, and become part of E. Let us
denote with G, , k.5, the set of all the binary strings of
length nc, which have at most k; leading bits at the same
value, at most k; consecutive inner bits at the same value, and
at most k; trailing bits at the same value. If C C Gg 242
(as in the case of the 8B9B family of encoding schemes)
then codewords do not include more than 4 consecutive inner
bits at the same level and no more than 2 bits at the same
level at both ends. It can be easily shown that the same
property holds for the bit sequence obtained by concatenating
codewords C; (as long as this sequence is not empty), that
is, C11C21...1Cy, € Gyum,2,4,2 (M also corresponds to the
number of 9b patterns in E).

Depending on the value of DLC (that does not vary for any
given message stream), a break bit (BB) may be included by
8BYB at the beginning of the data field, which is set at the
opposite value than the last bit of the DLC field. Moreover,
as shown in the upper part of Fig. 1, np is a multiple of 8b
whereas each codeword is 9b long. Hence, generally D is
not completely filled by BB C; 1 Ce?...2C,, and T. The
remaining space, which lies between the last codeword C,,
and the tuning field T, is referred to as padding (PAD). Its
value, which is effectively unused, has to be chosen so that it
does not cause the insertion of any stuff bit. To this extent, an
alternating bit pattern is sufficient [16].

The resulting bit sequence for the encoded payload, whose
general structure is E = BB1C1:Ca1. . .1C,,1PAD, satisfies the
first ZSD property. As shown in [16], BB prevents propagation
of stuff bits from H to E when necessary. Hence, primer
sequences cannot appear at the boundary between these two
sections, and the second ZSD property holds as well. If the
filling pattern is selected so that the first bit of PAD is at the
opposite value than the last bit of C,,,, no more than two bits
at the same value can ever be found at the end of L, even in
the limit cases when npap = 1 or 0. Therefore, also the third
property is true for k. = 2. This implies that 8B9B fulfills
all the requirements for ZSDy codes. Consequently, such an
approach (and the like) can be effectively adopted for practical
implementations of ZSC.



The condition that a specific encoded payload E, following
a given header H, satisfies the ZSD;, properties, is generically
expressed as E € 51({ZSD’%) (only the last bit of H is actually
relevant in the case of 8B9B). The resulting leading part L
will be said to belong to L£(ZSDre)  defined as the set of all
the legal values section L of the frame may assume when the
payload is encoded with a ZSDj,_ scheme.

E. Counting stuff bits

In order to detect the occurrence of a primer sequence, also
previously inserted stuff bits have to be taken into account.
This may lead to a domino effect, which in the worst case
results in the insertion of one stuff bit every time 4 bits at
the same value are found in the original frame [10]. As a
consequence, bit stuffing in any section of the frame is affected
by all preceding fields. This means that, in theory, in order to
evaluate the exact number of stuff bits that are added to the
CRC, sections H, E, and T have to be considered.

Let s(Y) be a function that returns the exact number
of stuff bits that are added to the bit sequence Y when
considered alone—that is, when the contribution of any field
that (possibly) precedes Y is not taken into account. Moreover,
let sx(Y) be a function that returns the actual number of stuff
bits that are specifically added to section Y when preceded by
the bit sequence X, that is:

sx(Y) £ s(X1Y) — s(X) . (8

It is worth noting that s(X?Y) is not necessarily the same
as s(X) + s(Y), because the final bits in X may contribute
to the creation of a primer sequence across the boundary with
Y. The difference (if any) between s(Y) and sx(Y) is due to
X, which represents the part of the frame that precedes Y.

s(F) represents the overall number of stuff bits that are
added to F by the CAN controller (in hardware):

s(F) = s(H) + su(E) +sL(TR) . 9)

Obviously, no stuff bits are added to the unstuffed trailer.

The header is the first field in the frame. Under the (rea-
sonable) assumption that H does not change at run-time for a
given message stream, the number of stuff bits added to this
section, denoted sy, is fixed (sg > 0). As a consequence, no
jitter on transmission times is due to H. By means of a careful
selection of message identifiers (but not for every possible size
of the payload) sy can often be reduced to O.

If a ZSD scheme is adopted, no stuff bits at all can be
inserted in the encoded payload, irrespective of the header:

su(E) = s(B) =0, VH € H,VE € £ (10)

Therefore, the overall jitter on frame reception due to BS
depends only on stuff bits added to the fields that follow the
encoded payload, that is, the tuning and CRC fields:

s(F) = sy + s.(T1R), VL e L£Z5D) (11)

So that the algorithm used to select the value of T in ZSC
can work properly, bit stuffing in T and R must be decoupled
from the preceding fields in the frame (i.e., L). While a second
break bit, located right before T, may suffice—irrespective of

the actual encoding of E—exploiting the peculiar properties
of ZSD, codes is a better solution. Moreover, not every value
of T is legal in order not to add any stuff bits.

Let 7 be a subset of the values T may assume (nt > 1),
which satisfies the following properties:

Tg{ {01, 10},

Gnr,2,4.4,

The first property means that, in the case T includes only
two bits, they are not allowed to be at the same value. Instead,
in the second property it is indicated that T must not include
primer sequences and no more than two leading bits can be
found at the same level.

It can be proved that, if L € L£Z8D2) and T e T, then the
number of stuff bits added to the tuning and CRC fields equals
s(TR), that is:

TLT:2

np > 2 . (12)

sL.(T'R) =s(TR) . (13)

In fact, because of (12) and the properties of ZSD5 codes, no
more than 4 bits at the same level can be found at the boundary
between L and T. Therefore, primer sequences are prevented
there. This implies that the value s;,(T?R) depends only on
the values of T and R and not on the (preceding) leading
part L of the frame. Under the above hypotheses, s(F) can be
obtained as

s(F) = su+s(TR) . (14)

Basically, (13) implies that stuff bits are completely pre-
vented in the part of the frame that follows L, provided that E
is ZSD» encoded, T is (suitably) selected in 7, and no primer
sequence is found in T ! R. According to (7), R depends on
L too. Hence, section L still affects (indirectly) the value of
s(TR) in (13) and hence s(F) in (14).

III. PREVENTING BIT STUFFING IN THE CRC

The CRC cannot be controlled directly, as it is calculated
in hardware. Conversely, size and value of the tuning field
can be selected in software. As conjectured above, T could
be computed at runtime—before the data field is copied into
the CAN controller—so as to prevent primer sequences from
occurring in the CRC.

The ZSC feasibility depends on the existence of a function
z(+) that, starting from L, determines a value for T able to
prevent stuff bits in the CRC (and T as well). That is to say:

VL e LZP) IT e T | T=2(L) A sp(T2R)=0 . (15)

The cardinality of 7 (and, consequently, £ and £) is directly
affected by nr. However, this is not highlighted explicitly in
the notation in order to keep it simple. It can be proved that,
if (15) holds for a given value of nr, then it certainly holds
for any higher values (since £ consequently shrinks).

Before trying to conceive an efficient algorithm for z(-), the
minimum size of T that makes the above approach feasible
(if any) has to be evaluated. In the following, it will be
shown that 3 bits are sufficient to this purpose. In theory, this
could be (trivially) demonstrated by considering all possible
combinations of bits for the header, encoded payload, and



tuning fields. In particular, for any size nt of T and for any
value L € £Z5D) | g set 7i<nT> is determined as
T AT | s(IT eI T)) =su} . (16)
Each set 7i"T> may include zero or more elements. If the
condition

Inr | T £0, VL e £#SP) 17

holds, then, generally speaking, the tuning field can be used
to prevent stuff bits in the CRC completely. In this case, the
minimum value of nr that satisfies (17), denoted min (n),
is the optimal choice and would demonstrate the claim.

Unfortunately, this approach cannot be adopted in practice.
This is because, set £%5P) is too large to carry out an
exhaustive search. In fact, although |E(ZSD)| < |M] /2",
M includes more than 211464 patterns for standard identifiers
and even more for extended ones. In the following, some
techniques are described aimed at reducing dramatically the
state space and, consequently, the search complexity.

A. Partial remainders

The ZSC mechanism relies on the linearity of CRC codes.
In particular, the value of the R field in the frame sent over
the bus can be decoupled into two independent contributions,
which depend on the L. and T portions of message M,
respectively. The following partial remainders can be defined
by carrying out independent divisions for the sections that
make up M:

Ry (z) % (L(z) - 2"t t"%) mod G(z)

(T(Qj) .an) mod G(m) . (18)

It is possible to prove that the R field can be evaluated from
the partial remainders related to the L and T sections, that is:

R=c(L1Ty) ®c(T) , (19)

where “@” denotes bitwise EXOR and T, consists of a
sequence of nr bits at the O value.

To this extent, it should be noted that the following prop-
erties hold for Ry, () and Rr(x):

L(z) - a"ttr = Qp () - G(z) + Ry (z)

T(z) 2™ = Qr(x) G(z) + Re(x) . 20
By summing these contributions, from (4) we find
M(z) - 2™ =
[Qu(z) + Qr(2)] - G(z) + Ru(z) + Re(x) . 2D

As the degree of polynomials Ry (x) and Rr(x) is certainly
lower than G/(x), the same property holds for their sum as well.
This means that Ry, (z) + Rr(z) in (21) equals R(z) in (5).

From (18), working on bit sequences and because of (6)
and (7), R, = ¢(L1Ty) and Rt = ¢(T). Equation (19) is
proved by remembering that additions among polynomials in
modulo 2 arithmetic correspond to bitwise EXOR operations
on the corresponding bit patterns.

TABLE I
CONTRIBUTION OF THE TUNING FIELD TO THE CRC

j Ty ¢(T;) (binary) c(T;) (hex)
1 001 100 0101 1001 1001 0x4599
2 010 100 1110 1010 1011 Ox4eab
3 011 000 1011 0011 0010 0x0b32
4 100 101 1000 1100 1111 0x58cf
5 101 001 1101 0101 0110 0x1d56
6 110 001 0110 0110 0100 0x1664

B. Zero Stuff-bit CRC mechanism

In this section a sufficient condition is determined for the
feasibility of the ZSC mechanism. In particular, the minimum
size of the T field, min (n1), which ensures that no stuff bit
will ever be inserted in T? R when L € £(%5P2) g 3 bits.

In order to demonstrate the above claim, exhaustive space
state analysis can be carried out on a proper subset of states,
small enough to make the analysis computable in a finite (and
short) time. The reasoning below is repeated for increasing
values of nt from 2 on.

Instead of considering separately every possible value for
L, only its contribution Ry, to the CRC is taken into account.
All possible values Rx € R have to be considered for Ry,
where R is the set of values R can assume.

Let Lg, be a set of L values defined as

Lr, 2 {L € £Z8D2) | (L1 T,) = Rk} 22)

Sets L, are disjoint, i.e., R, # Ry = Lr, N Lr, = 0, and
their union equals the universe, URkeR Lg, = L£(28D2)

For every pattern Ry, all possible values T; € 7 of the
tuning field have been considered. Because of (19),

c(L2Ty) = (L2 To) ® ¢(T;)

=Ry ®¢(Ty), VLELg, . (23)

In order to meet the assumptions of (13), only patterns
T; that satisfy (12) have to be taken into account. This is
clearly a limiting assumption. Since the CAN controller, when
transmitting a frame, actually knows L, discarding in advance
the values of T not included in 7 is not strictly necessary.
Nevertheless, we are looking for a sufficient condition that
ensures complete jitter prevention, and operating in this way
is necessary to make exhaustive search feasible.

In Table I, the value of ¢(T;) is shown for every pattern
T}, in the specific case when nt = 3. The case nT = 2 can
be dealt with easily, by using just the first two values of ¢(T;)
from the table—due to a known property of CRC calculation
that leading zeros do not change the final result.

For every (R, T;) pair, R is computed from (23) and the
presence of stuff bits in the tuning and CRC fields is checked
by evaluating s;,(T; 1 R). Because of (13), only T, ! R is
relevant to this extent.

The space of (Ry,T;) pairs was explored exhaustively so
as to determine whether or not the following property holds:

VR € R,IT; € T | s(T; (R @ c(T;))) =0 . (24)

The size of the space to be explored does not exceed
2"T+nrR  When the tuning field includes 3 bits, this leads to



6 - 215 states, which can be easily dealt with in a very short
time on any modern computer.

We found that, if np = 2, some messages exist in which
one or more stuff bits are still added to T ! R, whatever the
value chosen for T. Due to the way this result was obtained,
also the case nt = 1 (that, indeed, needs to be dealt with
in a slightly different manner) is ruled out for sure. On the
contrary, when nt = 3, then at least one T, always exists
such that, irrespective of the specific content of H and E, no
stuff bits at all are added to T ;! R. The above reasoning fully
demonstrates the initial claim about the sufficient condition
and, as a consequence, ZSC feasibility.

As a conclusion, it should be noted that:

1) the number of stuff bits in H is fixed and known,;
2) ZSD schemes prevent stuff bits in EE completely;
3) ZSC, when combined with ZSD, prevents stuff bits
completely in E? T R.
Consequently, the overall jitter in CAN due to BS can be
reduced to O by a suitable ZS algorithm that encodes P in D.

IV. IMPLEMENTATION AND EXPERIMENTAL RESULTS

The practical implementation of ZSC had two main goals.
The first intent was to verify by experiment that the CAN
frames generated by a combination of a suitable ZSD, encoder
plus ZSC incur no bit stuffing at the data-link level, as a way
to double-check the theoretical proof given in Section III.

Secondly, effort has been put in optimizing the prototype
codec so as to reduce both the amount of jitter it injects into
the communication path, and its processing time. Results show
that the proposed approach is feasible also in practice, and its
adoption neither disrupts CAN communication performance,
nor impacts the memory requirement of the system in a
significant way.

As discussed in the following, performance evaluation ex-
periments carried out on large sets of data revealed that the
total communication jitter (1.08 us in the worst case, but it
could be further improved) is 40 times lower than in plain
CAN (22 bit times, corresponding to 44 us when the CAN
bit rate is 500kb/s). Actually, this is entirely due to data
processing jitter in the codec and residual jitter at the interface
between the CPU and the CAN controller [18].

A. Implementation

As discussed before, operation of the ZS encoder, which
includes both ZSD, and ZSC, is described by the algorithm
shown in Fig. 2. In practice, all experiments have been
performed by means of the testbed shown in Fig. 3, which
faithfully reproduces the whole software stack needed for ZS
CAN communication. The 8B9B codec [16], slightly modified
as described in the following, has been chosen as ZSD;. The
main testbed components (white blocks in Fig. 3) are the
following:

o A test harness schedules the experiment, and then collects

and stores test results for later analysis.

o A test data generator produces the application-level test

data to be used for the experiments.

1) ZS_enc(in H,in P) — out D
2) E:=ZSD,_enc(H,P);

3) T:=2ZSC_enc(H,E);

4 D:=EIT,

5)  return D;

6) ZSD;>_enc(in H,P) — out E

7)  E := BB; // break bit depends on DLC (i.e., H)
8) for i =1 to m // size in bytes of the payload

9) E := E f(P;); // translate one byte with FLT
10) E:= E!PAD; // padding depends on E

11) return E;

12) ZSC_enc(in H,E) — out T

13) Ry := c(HE{000,);

14)  for each T; € {0012, 0102, 0112, 1005, 101, 1105}
15) R; :=RL @ ¢(Ty);

16) if s(Tj1R;) =0 then T :=Tj;

17)  return T; // the last T value is taken as z(H ! E)

Fig. 2. Operation of the ZS encoder.
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Fig. 3. Experimental testbed.

e The 8BIB and ZSC encoders encode the test data and
build the data field of the CAN frames to be transmitted
conforming to the algorithm shown in Fig. 2.

o The 8B9B and ZSC decoders recover the test data from
the received CAN frames. The ZSC decoder is actually
very thin and must just discard the tuning field before
feeding the incoming data into the ZSD, decoder.

o The test data checker verifies that the encoding/decoding
process did not modify the test data in any way.

The most important difference between the general algo-
rithm shown in Fig. 2 and its practical implementation is that,
for the sake of efficiency, the boundary between partial and
complete CRC calculation (corresponding to variables Ry, and
R; in the algorithm) has been moved to the position between
the last byte of D and its predecessor, instead of being placed
between E and T;. This optimization does not affect results
because (19) is actually valid regardless of where the boundary
is. By analogy with (19), when L is split at a byte boundary
as L =L Lo, itis

R = ¢(L; 1000000002) & ¢(L2? T) (25)
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Fig. 4. Total CAN frame length, as a function of np, measured in the
software-based correctness check (109 samples for each experiment).

and the width of Ly ! T is one byte. To facilitate the CRC
calculation, a predefined CRC lookup table with 28 = 256
two-byte entries, which stores ¢(x) for any one-byte value z,
is used in the implementation.

B. Software- and Hardware-Based Correctness Checks

When the testbed is configured for software-based checks,
the ZS modules exchange CAN frames through a transmission
simulator [19] (dark grey block in Fig. 3). It implements CRC
calculation, bit-stuffing and, in general, all the other parts of
the CAN data-link protocol specification needed to compute
the final length of a CAN frame as it is transmitted on wire.
Those lengths are collected by the test harness.

The software-based checks have been carried out with the
test data generator configured to produce 10° uniformly-
distributed, random data items for each length from 1 to 6
bytes, corresponding to a data field size np from 16 to 64 bits
after encoding. In fact, due to the 8B9B algorithm properties,
np is generally one byte longer than the original data item
length. The original payload length of 6 bytes is an exception,
because it produces a sequence of 54 8B9B-encoded bits. If
that sequence were stored in a 56-bit data field, there would not
be enough room for the tuning field, because min (nt) = 3.
As a consequence, extra room should be added to make tuning
possible. Since np must be a multiple of 8 due to CAN frame
format constraints, it must be np = 64 in this case.

Results of the software-based correctness check are shown
in Fig. 4 (O diagram). The total CAN frame length measured
by the transmission simulator during the experiments is plotted
as a function of np. The sample variance is not shown, because
it was zero in all experiments. In other words, the total CAN
frame length was constant for any given np, regardless of the
data being transmitted, thus confirming that the ZS encoder
works as intended. ~ ~

As a further reference, two quantities CS598 and CSBIB
have also been plotted in Fig. 4. They are defined as the theo-
retical lower and upper bounds of the CAN frame length taking
into account BS, when 8B9B is used alone. As 8B9B can
completely prevent stuff bits in the data field, the difference
C8BB _ C8BIB represents the worst-case transmission time

variation that may be introduced by the frame header and CRC

fields. In the best case, no stuff bits are added, and hence, for
CAN messages with standard 11-bit identifiers, it is

CSP%® =194 np+154+10=444np ,  (26)
where the value of 44 b represents the combined size of the
frame header (19b), the CRC (15b), and the trailer (10b).
On the other hand, the worst-case sequence concerning bit
stuffing is made up of 5b at 0, followed by an alternating
pattern made up of 4b at 1 and 4b at 0. Therefore, as shown
in [11], the maximum number kpax(p, ) of stuff bits that can
be inserted in a message fragment of length [ bits—when it
is preceded by at most p consecutive bits (0 < p < 4) at the

same value as the leading bit of the fragment—is

p+i—1
As a consequence, C, 8898 can be calculated as
Conae® = Con > + Kimax(0,19) + Fimax(2, 15)
Mt np+44+4=524np . (28)

In the previous formula, kpax (0, 19) represents the worst-
case number of stuff bits added to the header (since the SOF
bit at 0 is always preceded by a bit at 1) and k. (2, 15) gives
the worst-case number of stuff bits added to the CRC (because,
due to the 8B9B properties, the CRC can be preceded at worst
by 2 consecutive bits at the same value as the leading bit of
the CRC itself).

By comparing (26) and (28), the worst-case message length
variation C, 8398 — C 8B9B that may lead to jitter in transmis-
sion is therefore at most 8 b (4 b in the header and another 4 b
in the CRC), when considering standard 11-bit identifiers.

The experimental results shown in Fig. 4 reveal that this
jitter has been completely removed by the ZS encoder. The
only difference of 1 bit between the actual frame length and

C8B9B for np = 16, ...,48 is due to the fixed amount of bit
stuffing (not jitter) introduced in the message header for the
given combinations of the message identifier chosen for the
experiments (2AA¢) and the DLC field. For the same reason,
the 1 bit difference is not there when np = 64.

In order to further investigate the correctness of the codec
and evaluate its performance, the testbed shown in Fig. 3 can
also be configured to perform hardware-based checks, by en-
abling the light gray components. With respect to the software-
based configuration, two remarkable differences exist:

1) The transmission simulator is replaced by a device driver
for a hardware CAN controller.

2) A hardware timer with a resolution of 13.9ns (cor-
responding to a 72MHz clock frequency) is used to
timestamp each test message at points %g,...,t3 as
shown in the figure. ¢; and ¢4 are taken just before (after)
transmitting (retrieving) a CAN message to (from) the
CAN controller, while ¢ty and t3 are placed before
encoding starts and after decoding ends.

For hardware-based checks, the whole system has been
implemented on an LPC 2468 [20], [21] single-chip micro-
controller and the CAN controller has been configured to run
at a line speed of 500kb/s in self-reception mode.
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TABLE 11
HARDWARE-BASED CAN FRAME TRANSFER TIME AND RESIDUAL JITTER
(107 SAMPLES FOR EACH VALUE OF np, CAN LINE RATE OF 500 kb/s)

Frame transmission time (t2 — t1)

np  Average (us) Min (us) Max (us)  Jitter (us)
16 123.16 123.16 123.16 0.00
24 139.09 138.75 139.36 0.61
32 155.14 154.94 155.25 0.31
40 171.10 170.83 171.14 0.31
48 187.12 187.03 187.33 0.30
64 217.12 216.97 217.28 0.31

The timestamp points just introduced are suitable for a
variety of measurements, concerning both correctness and
performance. In the following, the discussion will be focused
only on correctness, whereas performance-related measure-
ments will be discussed in Section IV-C.

When correctness is considered, the difference to — ¢1 is
very important, because it represents the actual end-to-end
CAN frame transfer time. The results are shown in Fig. 5
and Table II. In the figure, the minimum and maximum
value of ty — t; measured for 107 random test data items
corresponding to a given value of np are plotted. They have
been normalized to bit periods, for easier comparison with the
results of software-based correctness check in Fig. 4. The table
contains more detailed information about the residual jitter, in
numeric form.

Experimental results further confirm the correctness of the
ZSC proposal. As it can be seen by comparing Figs. 4 and 5,
the actual end-to-end CAN frame transfer time is always the
same as the theoretical value. At the same time—as listed
in Table II—the residual jitter is well below one bit time
(that corresponds to 2 us in the experiments being discussed).
Hence, it cannot be caused by the bit stuffing mechanism,
which would introduce an amount of jitter that is a multiple
of the bit time itself. Rather, this value is totally compatible
with what was shown to be the residual jitter at the interface
between the CPU and CAN controller on the same kind of
hardware [18] and using the same controller interface. It is
worth remarking that, as mentioned in the same paper, this
jitter is neither bit-rate dependent nor np dependent. It could
probably be further reduced by upgrading the hardware.
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Fig. 6. Encoding delay and jitter as a function of np (107 samples for each
experiment).

TABLE III
ENCODING DELAY (107 SAMPLES FOR EACH VALUE OF np)

np  8B9B  ZSC Delay ZS Delay (t1 — to)
Delay Average  Average Min Max  Jitter
(u8) (ps) (ps)  (us)  (us)  (us)
16 1.51 3.17 468 439 486 047
24 1.94 3.48 542 513 560 047
32 2.38 391 629 600 647 047
40 2.81 4.29 7.10 6.81 728 047
48 3.24 4.67 791 7.61 8.08 047
64 3.67 5.25 892 863 9.10 047

C. Performance Evaluation

Performance-oriented measurements were focused on the
ZS encoding and decoding time, as they are interesting from
the application viewpoint. They correspond to ¢; —tg and t3 —
to in Fig. 3, respectively. Moreover, the contribution to them
made by the 8B9B and ZSC modules was evaluated as well.

For what concerns decoding, as discussed before, the ZSC
decoding layer is very thin and it simply discards the tuning
field before feeding the incoming data to the 8B9B decoder.
Consequently, the performance of the ZS decoder is very
close to the 8BO9B decoder alone, which has already been
thoroughly evaluated in [16]. Experimental data also shows
that the extra delay introduced by ZSC decoding is always
fixed and negligible (just a couple of CPU clock cycles).
Overall, the ZS decoding time t3 — t5 is about 3.42 us at the
maximum DLC on the platform being considered in this paper.

One crucial point of the former evaluation [16] was to show
that the 8B9B decoder works in constant time for a given
DLC, and hence, it does not introduce any communication
jitter. As mentioned above, the ZSC decoding module does not
introduce any other source of jitter either. Hence, the execution
of ZS decoding module as a whole is jitterless.

Fig. 6 and Table III show the experimental results concern-
ing t; — to, that is, the total ZS encoding time. For better
evaluation, t; — ty has also been broken down into the basic
8BYB encoding time plus the additional time needed for ZSC
encoding. Since the 8B9B encoder is completely jitterless [16],
all the jitter encountered in overall ZS encoding is due to ZSC.
For clarity, the error bar is not shown for ZSC encoding delay.

As it can be seen from Fig. 6, both components of the



encoding delay are linear with respect to np for np < 48b. As
a consequence, the ZS encoding time also preserves linearity
in those cases, as shown in the figure. The difference in the
slope between 8B9B and ZSC encoding can be easily justified
by considering that in the first case, it depends on the 8B9B
encoding loop, whereas in the second case it depends on the
Ry, calculation loop, which is simpler. In addition, as it can
be seen from the figure, ZSC encoding is always slower than
8BI9B encoding because ZSC also includes a fixed and np-
independent calculation of the tuning field (T).

It is worth mentioning that, when np < 48 b, the data field
after encoding is 1 byte longer than the original payload size.
Instead, when np = 64, it is 2 bytes longer since one byte is
used to give enough room for tuning in the ZS encoding as
explained in Section IV-B. However, the number of iterations
of the byte-by-byte 8B9B encoding loop just depends on the
size of the original payload. That explains why 8B9B encoding
time in ZS encoder is faster than linear when np = 64.

Similarly, when np = 64, ZSC encoding is also faster
than linear, however, for a different reason. In the actual
implementation, before calculating Ry, and T, generally some
checks on np need to be done. The compiler optimizer is able
to omit this kind of check when np = 64.

Since ZS is made up of 8B9B and ZSC, these observations
also explain why ZS is faster than linear in the case np = 64.

The experimental data shown in Table III also indicates that
the jitter encountered in software encoding is always less than
one bit time. More importantly, it is not np dependent. In
fact, further investigation revealed that this jitter comes from
step 16) of the algorithm shown in Fig. 2. This is because
bit stuffing check is only required for T ¢ R; instead of the
whole frame as already explained in Section II-E and it is done
in two steps in the real implementation, by first checking the
existence of primer sequence(s) of all 1s and then all Os.

However, the compiler optimized the code in a way that
if a primer sequence of 1s is found, it will silently skip the
check for Os. Most likely, the programmer might not notice
this optimization. In any case, this introduces uncertainty into
software execution time. With little effort, this source of jitter
can be dramatically reduced to 2 clock cycles (corresponding
to 28 ns) with a delay penalty of 1.49 us at most.

Without this extra jitter reduction, the ZS encoding time
is about 8.92 us at the maximum DLC. This means that the
worst-case delay introduced into the communication by ZS
is around 12.34 us, among which 3.42 us (28%) is for ZS
decoding, 3.67 us (30%) is for 8B9B encoding and 5.25 us
(42%) is for ZSC encoding. This is quite acceptable, as it
is well below the minimum frame transmission time ty — 1,
which is about 123.16 us as shown in Table II. What’s more,
the ZS encoding/decoding time could probably be reduced by
adopting either a better CPU or a higher clock frequency.

D. Memory requirement

Memory requirement is an important design constraint in
low-end embedded systems as generally they are short of on-
chip memory. Resorting to external memory will probably
increase the cost and complexity for development whereas the
real-time performance may be impaired somehow [16].

TABLE IV
MEMORY REQUIREMENT

Segment 8B9B  ZSC ZS

B B B)

text 398 898 1296

read-only data 384 512 896

bss n/a 12 12
stack 60 8 68

Table IV summarizes the memory footprint of the ZS codec
and its two components, namely 8B9B and ZSC. For what
concerns the ZSC modules, the most significant contributions
to footprint are given by 898 B of code in the text segment,
mainly for ZSC encoding, plus 512 B of read-only data used
for the CRC lookup table mentioned in Section IV-A. On the
other hand, the requirement of ZSC in the bss (uninitialized
data) and stack segments amounts to only 20 B in total, and
hence, is minimal.

Generally speaking, both the text and the read-only data
segments are stored in (non-volatile) FLASH memory, while
uninitialized data and stack take space in RAM memory. As
a result, the ZS modules overall require 2192 B of FLASH
memory and 80B of RAM. Considering that 512KB of
FLASH memory and 96 KB of RAM are available on the mi-
crocontroller used in the experiments, this is quite acceptable.
It should also be noted that the extra space needed for ZSC
mostly concerns FLASH memory, which is generally more
abundant than RAM on this kind of systems.

V. CONCLUSIONS

In this paper a mechanism has been presented, known as
ZSC, that allows to prevent stuff bits in the CRC of CAN
frames. When coupled with a ZSD encoding scheme, like
8BYB, this prevents the insertion of stuff bits all over the frame
except for the header. As mentioned in Section II-E, stuff bits
in the header do not lead to any jitter and, at the end, ZSC is
indeed able to achieve truly jitterless communication (provided
that CAN arbitration is not exploited). The advantage of this
approach, when compared to other interesting solutions such
as the one in [22], is that no modification is required to the
hardware. On the contrary, conventional CAN controllers can
be used, by placing over them a tiny software layer that carries
out the ZSD and ZSC functions.

A ZS codec has been developed as a part of our activities,
that features small footprint and low processing times. Exper-
iments carried out on large sets of data show that the residual
jitter can be at least 40 times lower than in plain CAN. As
a consequence, the proposed solution is proved to be able
to support razor-sharp actuation in CAN systems even when
implemented in software.

It is worth remarking that ZSC operates mostly on the
transmitting side. Receivers must mainly be able to decode
the leading part of the frame by means of the ZSD codec,
because ZSC decoding just discards the tuning field before
the data field is passed to the ZSD decoder. This means,
that performance penalties are only found on transmitters.
At the limit, simple nodes that only have to receive jitter-
free messages, are allowed not to implement ZSC at all. In



the case of master-slave systems, this permits lowering the
implementation cost of slaves noticeably.

Besides a drastic reduction of transmission jitters, ZS en-
coding decreases noticeably the residual error probability, too.
This is because bit stuffing may interfere with CRC error
detection capability [23]. In [24] the effect of ZSD on data
integrity was evaluated, and was found able to offer very
encouraging results (undetected errors lowered by about two
orders of magnitude). As part of our future work, we plan to
assess to which extent the inclusion of ZSC, which prevents
stuff bits completely, can bring further improvements in this
direction. It is easy to see that the adoption of inexpensive
ZS codecs in the automotive industry may affect tangibly the
lifetime of legacy CAN controllers in such a scenario.
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